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This study investigates the determinants of consumer loyalty in the digital ecosystem, focusing on the interplay between AI-driven marketing, data ethics, and legal compliance. Utilizing a quantitative approach, data were successfully collected from 120 Gen Z and Millennial Shopee users. The data were analyzed using Multiple Linear Regression after fulfilling all instrument validity, reliability, and classical assumption requirements. The findings reveal that the three independent variables simultaneously exert a significant influence on consumer loyalty, explaining 77.4% (R^2 = 0.774) of the total variance. Notably, Legal Compliance regarding Law Number 27 of 2022 (PDP Law) emerged as the most dominant predictor (beta = 0.858), suggesting that statutory security is the primary driver of user commitment. Furthermore, AI-driven marketing and ethical data practices were proven to significantly enhance loyalty by fostering personalized experiences and digital trust. This research concludes that in the 2026 digital landscape, loyalty transcends technological sophistication; it requires a holistic integration of algorithmic transparency, moral integrity, and rigorous regulatory adherence. These insights provide a strategic framework for e-commerce platforms to sustain long-term competitiveness through data protection and ethical innovation
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1. INTRODUCTION
The development of Artificial Intelligence (AI) technology has revolutionized various sectors, including e-commerce. Digital transformation has become a key element in the process of business adaptation. One increasingly prevalent form of AI implementation is content personalization and chatbots [1]. Furthermore, e-commerce faces additional challenges from shifting consumer expectations, with increasing demands for fast, secure, and personalized shopping experiences. Modern consumers hold high expectations for service quality, specifically regarding delivery speed and responsive after-sales service [2]
Within the context of digital economic development, marketplaces such as Shopee function not only as transactional platform providers but also as data controllers responsible for the privacy of millions of users. Personal data management that fails to meet legal standards can lead to legal risks, reputational damage, and a decline in consumer trust. Consequently, compliance with personal data protection principles has become an essential instrument in maintaining digital business sustainability. [3]
In Indonesia, the enactment of Law Number 27 of 2022 on Personal Data Protection reflects the government's recognition of the urgent need for data protection in the face of digital threats. This law represents a significant step toward establishing a comprehensive legal framework. However, the implementation and oversight of this regulation still encounter various challenges, including institutional capacity constraints and the discrepancy between existing regulations and rapid technological advancements. [4]
However, the advancement of AI also presents significant challenges, such as regulatory gaps, algorithmic bias, threats to data privacy, and its impact on the labor market due to slow technological adaptation. Therefore, this study aims to examine the Impact of AI Implementation in marketing and customer perceptions of data security, which ultimately foster consumer loyalty to specific platforms. According to [5], although numerous studies have addressed the topic of AI in digital marketing, a research gap remains regarding a systematic and in-depth understanding of AI's effectiveness, particularly within the Indonesian e-commerce context. Furthermore, [6] emphasize that users concerned about data breaches or information misuse tend to be hesitant to utilize such systems [7]
Research Questions
Based on the background described above, the research problems for this study are formulated as follows:
1. To what extent does AI-driven marketing influence consumer loyalty among Shopee e-commerce users?
2. How does data ethics significantly impact consumer loyalty among Shopee e-commerce users?
3. What is the effect of legal compliance regarding consumer protection on consumer loyalty among Shopee e-commerce users?
4. Do AI-driven marketing, data ethics, and legal compliance simultaneously and significantly influence consumer loyalty among Shopee e-commerce users?
1. LITERATURE REVIEW AND HYPOTHESIS
E-business, commonly known as Electronic Business, is a business paradigm that involves the utilization of digital technologies to conduct various transactions, activities, and business interactions online. The e-commerce business model is one of the most prevalent and widely recognized forms of this paradigm. Technology serves as the primary driver of e-business; without the appropriate technological infrastructure, it becomes challenging to facilitate customer engagement, manage transactions, and optimize online business operations. The following are the critical roles of technology in e-business: 
· Platform E-commerce
These platforms enable companies to sell products and services online. E-commerce facilitates the expansion of global markets, driven by enhanced internet accessibility and increasing smartphone penetration. For online-based retailers, technological innovation is fostering the emergence of experiential e-commerce. [8] 
· Data Security
Data security represents a critical dimension of e-business. Organizations must safeguard customer data, transactional information, and internal data against various security threats.
· Data Analytics
Data analytics enables organizations to comprehend consumer behavior, market trends, and business performance, which ultimately facilitates more effective decision-making.
[9]
A number of previous studies have been thoroughly reviewed and critically synthesized to map the relevant research concerning AI-based Marketing, Data Ethics, and Legal Compliance with Consumer Protection, as well as their implications for the Consumer Loyalty of Shopee e-commerce users, as detailed in Table 1:
	No
	Judul Penelitian
	Hasil Penelitian 
	Keterbatasan/gap

	1
	The Role of Artificial Intelligence in Fostering Business Sustainability and Enhancing Consumer Loyalty within the Global Competitive Landscape. [10]
	Consumer loyalty has a positive but non-significant effect on artificial intelligence (AI).
	The study does not examine the influence of Data Ethics and Legal Compliance on Consumer Protection.

	2
	Legal Perspectives on Personal Data Protection in the Digital Age: Examining Data Breach Incidents Among E-commerce Service Users. [4]
	Although the PDP Law provides a stronger legal framework, its implementation still faces significant obstacles.
	This study does not examine data ethics and the use of artificial intelligence (AI) in marketing.

	3
	Consumer Acceptance of Shopee Chatbot Technology: A Case Study of E-Commerce Platforms in Indonesia. [11]
	Perceived Usefulness, Perceived Ease of Use, and Privacy Risk play a pivotal role in shaping user Trust and Attitude.
	This study does not examine AI-driven marketing, data ethics, and consumer protection compliance.

	4
	The Effectiveness of Artificial Intelligence in Developing Digital Marketing Strategies. [6]
	Shopee's effectiveness in digital marketing strategies is significantly influenced by its adaptability to Artificial Intelligence technology (AI). 
	This research does not examine data ethics and consumer protection compliance.

	5
	The Influence of Chatbot Recommendation Accuracy and Trust in AI Technology on Purchase Intention for Shopee Products Among Users in Kendari City. [1]
	Chatbot recommendations and trust in AI technology significantly influence user purchase intention on e-commerce platforms, particularly Shopee.
	This study does not examine AI-driven marketing, data ethics, and consumer protection compliance.


However, much of the existing literature is broad in nature and fails to explicitly link AI-based marketing, data ethics, and consumer protection law compliance. This study offers a unique contribution by integrating these three domains with a focus on the Indonesian region. Accordingly, the indicators for the variables of AI-based marketing, data ethics, legal compliance, and loyalty are outlined below, based on contemporary management literature.[image: A diagram of a research framework
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Research Hypotheses :
H1 : AI-based marketing management implementation significantly affects the customer loyalty of Shopee e-commerce platform users.
H2 : Data ethics compliance serves as a critical determinant of consumer loyalty for users of the Shopee e-commerce platform.
H3 : Legal compliance in consumer protection serves as a critical driver of consumer loyalty within the Shopee e-commerce ecosystem.
H4 : AI-driven marketing management implementation, data ethics compliance, and legal compliance with consumer protection collectively serve as significant determinants of consumer loyalty for Shopee e-commerce users.
2. RESEARCH METHODsS

This study employs a quantitative approach with an explanatory research design. It aims to examine causal relationships and test hypotheses between the independent variables—which include AI-driven Marketing (X1), Data Ethics (X2), and Consumer Protection Law Compliance (X3)—and the dependent variable, Consumer Loyalty on the Shopee platform (Y)
3.1. Population and Sampling
This study targets active Shopee users in Indonesia within the Gen Z and Millennial productive age cohorts. Due to the infinite nature of the population, purposive sampling a non-probability method was utilized. To ensure respondents possess adequate experience with AI-driven features and data protection, only those with a minimum of two transactions in the past six months were selected. Following the sample size determination method proposed by [12] which recommends a 5:1 indicator-to-sample ratio, this research requires 120 respondents based on the 24 indicators used in the questionnaire.
3.2. Operational Definition of Variables
In order to quantify the researched phenomenon, the variables are operationalized as follows: AI-based Marketing (X1): is assessed via several indicators: automated personalization, algorithmic targeting and segmentation, marketing automation, chatbot-based interaction, predictive analytics, marketing effectiveness, and technological reliability and performance.
Data Ethics (X2): Measured through transparency, responsible data usage, fairness and bias mitigation, consumer consent and control, data security, and accountability and governance.
Legal Compliance (X3): Measured through information and service transparency, quality and reliability, consumer safety, complaints and dispute resolution, liability for losses, data privacy and security, and equal access.
Consumer Loyalty (Y): Measured through repurchase intention, willingness to recommend the platform (word-of-mouth), long-term commitment, and trust-based loyalty.
3.3. Data Collection Techniques
Primary data were collected through online questionnaire distribution. The research instrument utilized a 5-point Likert scale, ranging from 'Strongly Disagree' to 'Strongly Agree'. Prior to wide distribution, the instrument underwent validity testing (using Pearson Product Moment) and reliability testing (using Cronbach’s Alpha) to ensure the quality and integrity of the questionnaire items.
3.4. Data Analysis Techniques
Data analysis was performed using IBM SPSS Statistics software. The stages of data analysis include:
3.4.1 Testing of the Research Instrument
· Validity Test: The validity assessment is performed by comparing the calculated r-value (Corrected Item-Total Correlation) against the critical r-value from the distribution table (r-table). A questionnaire item is deemed valid if the calculated r-value exceeds the critical r-value at the specified significance level.
· Reliability Test: Internal consistency is assessed using the Cronbach’s Alpha coefficient. A variable is deemed reliable if the Alpha value exceeds 0.60, or more stringently 0.70, indicating high internal consistency among the measurement items.
3.4.2 Classical Assumption Testing
Before proceeding with the regression analysis, the model underwent a set of classical assumption diagnostics to guarantee its adherence to the Best Linear Unbiased Estimator (BLUE) properties:
Normality Test: Conducted using the Kolmogorov-Smirnov test or by observing Normal P-P Plot graphs to ensure that the data are normally distributed.
· Multicollinearity Test: Conducted by examining the Tolerance value (> 0.10) and the Variance Inflation Factor (VIF < 10) to ensure the absence of high correlation between the independent variables. 
· Heteroscedasticity Test: Conducted using the Glejser test or by observing scatterplot patterns to ensure the homoscedasticity (constant variance) of residuals from one observation to another.
3.4.3 Multiple Linear Regression Analysis
This model is utilized to measure the magnitude of the influence of the independent variables (X) on the dependent variable (Y), as expressed by the following equation:
Y = a + b_1X_1 + b_2X_2 + b_3X_3 + e
Dimana: Y= Consumer Loyalty, a= Constant, b= Regression Coefficients, X1= AI-driven Marketing, X2= Data Ethics, X3= Legal Compliance, e=Error.
3.5. Hypothesis Testing
· t-Test (Partial Test): This test is used to determine whether each independent variable individually has a significant effect on consumer loyalty, with a significance threshold of p < 0.05.
· F-Test (Simultaneous Test): This test is conducted to determine whether the three independent variables collectively have a significant effect on consumer loyalty, with a significance level of p < 0.05.
· Coefficient of Determination (R^2): This metric measures the explanatory power of the model in accounting for the variance in the consumer loyalty variable.

3. RESULTS AND DISCUSSION
4.1 Profil Responden
This study successfully collected data from 120 respondents. The majority of the participants belong to the Gen Z and Millennial cohorts (aged 18–35), who are identified as active Shopee users. A significant portion of the respondents (85.8%) conduct a minimum of 3 to 5 transactions per month, suggesting a high level of reliance on the digital ecosystem.
4.2. Results of Instrument and Classical Assumption Testing
Based on the SPSS analysis, all questionnaire items were declared valid, as the calculated r-values exceeded the critical r-table values. Furthermore, the instruments demonstrated high reliability, with Cronbach’s Alpha coefficients surpassing 0.70 across all variables. The classical assumption diagnostics yielded the following results:
· Normality: The data are normally distributed, evidenced by a Kolmogorov-Smirnov p-value > 0.05.
· Multicollinearity: No multicollinearity was detected, with VIF values < 10 and Tolerance > 0.10.
· Heteroscedasticity: Visual inspection of the scatterplot revealed no discernible patterns, thereby satisfying the requirement for homoscedasticity
4.3. Multiple Linear Regression Analysis
The table below summarizes the regression analysis results generated via SPSS:
· Simultaneous F-Test: The significance value (p-value) of 0.000 < 0.05 indicates that AI-driven Marketing, Data Ethics, and Legal Compliance jointly exert a significant influence on Consumer Loyalty.
· Coefficient of Determination (R^2): The R-Square value of 0.774 implies that 77.4% of the variance in Consumer Loyalty is explained by the three independent variables, while the remaining 22.6% is attributed to other factors outside this model.
4.4. Discussion
4.4.1 The Impact of AI-Driven Marketing on Consumer Loyalty
The research findings indicate that AI-driven marketing exerts a significant influence on the loyalty of Shopee users. This aligns with the study by [1], which posits that content personalization and chatbot effectiveness foster a more relevant shopping experience. Furthermore, the responsiveness of AI in managing after-sales complaints has proven to be a critical factor in ensuring that consumers feel valued.
4.4.2 The Impact of Data Ethics on Consumer Loyalty
Data ethics has proven to be a pivotal variable in determining long-term trust. Consumers in 2025 are increasingly discerning regarding how their personal information is utilized. When Shopee demonstrates transparency in algorithmic usage (ensuring it is bias-free) and provides explicit data consent, it effectively mitigates concerns over information misuse. As stated by [7], a sense of security concerning data integrity serves as the fundamental foundation of loyalty in the digital era.
4.4.3 The Impact of Legal Compliance on Consumer Loyalty
This variable yields the highest regression coefficient (\beta = 0.858), indicating that compliance with Law No. 27 of 2022 regarding Personal Data Protection (PDP Law) serves as the most dominant factor in fostering consumer loyalty in the current landscape. The tangible implementation of legal mandates, such as certified data security guarantees, provides a sense of certainty and assurance for consumers. These findings corroborate the argument put forward by [3] who posit that data protection instruments should not be perceived merely as a regulatory burden, but rather as a strategic asset for ensuring business sustainability.
4.4.4 Synthesis and Research Gap
While AI provides significant convenience, its efficacy is fundamentally contingent upon robust regulation and ethical frameworks. These findings address the research gap identified by [6] regarding the necessity for a systematic comprehension of AI effectiveness. Shopee’s sustainability as a leading marketplace is ultimately determined by its ability to synergize technological sophistication with rigorous legal protection standards.
4. CONCLUSION
Based on the results of the data analysis and the discussion regarding the impact of AI-driven marketing management, data ethics, and legal compliance on Shopee consumer loyalty, several conclusions can be drawn as follows:
· AI-driven marketing is proven to have a positive and significant effect on consumer loyalty. This indicates that the implementation of personalization technology and responsive chatbot services is capable of meeting consumer expectations for a swift and personalized shopping experience.
· Data Ethics is found to have a positive and significant influence on loyalty. Heightened consumer privacy awareness ensures that transparent data practices and the use of bias-free algorithms remain critical determinants in sustaining user trust.
· Legal Compliance (the PDP Law) is the most dominant variable affecting consumer loyalty. The tangible implementation of Law Number 27 of 2022 provides legal security guarantees that directly increase consumer commitment to remain on the Shopee platform.
· Simultaneously, these three variables play a very strong role in explaining 77.4% of the variance in consumer loyalty. This confirms that loyalty in the 2025 digital era is not merely shaped by technological sophistication, but also by the company’s moral integrity and regulatory compliance.
IMPLICATIONS, LIMITATIONS AND SUGGESTIONS
This study is subject to several limitations, primarily its narrow scope which focuses on a single platform (marketplace-specific). Accordingly, future research is encouraged to:
1. Conduct comparative studies across various e-commerce platforms to examine potential differences in consumer behavior regarding privacy policy responses.
2. Incorporate moderating variables such as Digital Literacy, considering the existing regional disparities in legal and technological understanding across Indonesia.
3. Employ qualitative methods, such as in-depth interviews, to further explore consumer anxiety concerning AI-generated algorithmic bias
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